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CPS are an innovation-based growth engine for the U.S. economy and society



Internet of Things (IoT) and
Smart Communities/Cities

— Information Flow

Service
— Applications

Data Analytics

Communications

— Infrastructure
Physical Systems/Hardware \ /




Public Sector lIoT: Smart Cities and

Communities

- Smart City/Community: Use smart technologies
such as loT and CPS to improve the quality of life in
cities and communities

- Many smart community efforts are one-off projects
with heavy emphasis on customization and
Inadequate consideration for future upgradability and
extensibility

- As a result, many Smart Cities/Communities
deployments are isolated and do not enjoy the
economy of scale.



Global City Teams Challenge

ler o GLOBAL CITY
ofo TEAMS CHALLENGE

- Establish and demonstrate replicable, scalable
and sustainable models for collaborative
iIncubation and deployment of interoperable,
standard-based solutions and demonstrate their
measurable benefits in communities and cities

- Enable the measurement science for real-world
loT deployments in scale
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GCTC Approach “SuperClusters”
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Over 160 Cities Communities
In GCTC 2015-2017 (Partial list shown):

- Portland, OR

- Newport News, VA

- Greenville, SC

- Raleigh, NC

- Montgomery County, MD
- Winooski, VT

- San Mateo County, CA

- New York, NY

- Washington, DC

- Columbus, OH

- Kansas City, MO

- Nashville, TN

- Austin, TX

- Amsterdam (Netherlands)
- Genova, Perugia (Italy)

- Coruna, Valencia (Spain)
- Saint-Quentin (France)

- Abuja City, Obia-Akpor City (Nigeria)

And, over 400 companies, universities,
. La Marsa (Tunisia) non-profits, government agencies

- Busan, Seoul, Daegu (Korea)
- Saitama (Japan)
- Visit www.globalcitychallenge.org for the full list of participation cities in 2016-2017



http://www.globalcitychallenge.org/
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Action Cluster Examples



SMART MOBILE OPERATION: OSU TRANSPORTATION HUB 0
(SMOOTH) THE OHIO STATE UNIVERSITY

CENTER FOR AUTOMOTIVE RESEARCH

First Mile/Last Mile Solutions
* On demand automated vehicles will move passengers the first mile to
the bus stop and the last mile from the bus stop (bottom picture).
Scheduled or on demand vehicles will move passengers through a
closed loop within OSU campus (through roads and pedestrian areas,
top picture).
The vehicles will:
— use automated driving technology;
— use V2V communication for convoy driving;
— be equipped with vulnerable road user protection technology
T enabling them to function in pedestrian zones.

v’Ms SNy SMOOTH will keep track of vehicles and guide them.
AIRGINIAINSTTUTE OF MARINE SCNCE

Smartphone applications will be developed to schedule and track the

on-demand automated vehicles.
ne o

PORTSMOUTH
PARTNERS

WV. o, B h Ohio State University - Center for Automotive Research
lrglnla eac City of Columbus

o 2 ’

Mid-Ohio Regional Planning Commission (MORPC)
Team ARIBO

Location: Columbus, Ohio

LinkNYC by City Bridge

First-of-its-kind communications network that will bring the fastest R "
available municipal Wi-Fi to millions of New Yorkers and visitors AYaT and toamatics.

On-demand ClubCar
aTaxis servicing
downtown

Automated BMW i3

connecting campuses
Automated Proterra

EV buses connecting
campuses

Managed fleets with
Entreprise CarShare

Duke Energy Smart Grid

tech to energize the

whole system Automated shuttles
servicing campuses and
airport

Proterra EV buses
connecting
communities

Inductive charging &

i3 car-sharing connecting ¢ #& :0“;:' mnnlgeg\cnl .
communities 2, y Momentum Dynamics,

Source:



ARIBé Robotic Vehicle CPS Test-Beds in 2014

stanford and West Point are plioting the Induct Navia as an automated an-demand shuttle.
This 100% electric shuttie Is the BIRST COTS automated vehicle and it also has remote
morsteeing, fleet management and inductive charging.

Smart America Challenge Event

+ Navia Ride 12 mph of
automy me will

shuttle VIPS at the Smart
America Event: Routes TBD

These & shuttle fleet are transpartatian’s 1 < of “Internet of Things®. The
CFS test-beds will be able to test networked 3nd Integrated systems fram smart grids to V2x
networks.

What is the Induct Navia? Who is Collaborating?

Team ARIBO

+  ARIBO Overview and Impact
Discussion - Deliered by ane
of the ARIBO team members

+ Team Member Testimoniak - live or recorded. Options:
+  DOJleadership and/or inmate ~ what will bulding robotic vehides do
for his/her future

+  SLAC operaticns team — Why did they choose an autamated system
+ West Point Leaders and/or Cadets, Induct Leacership,

+ Nasa

+  RDEC-How and Why did they come up with ARIEQ

Mobile CPS
Test-Bed

How is It being Tested?

Corwy Ciotie / cormyoothmeGgmad.com

Enhanced Water Distribution Infrastructure
Enabled by Cellular-Based CPS

Conservation * Security * Environmental Benefits * Lower Cost

? QIJALCOAMA

CH2MHILL
EVENTS

Water Contamination Drought Management Leak Detection Water Quality

USING Cyber Physical Systems (CPS) / M2M to manage our water system means...

— ’ Y
. Water \' a
Treatment Distribution Distribution Result

Real-time monitoring and co t?&l - tition of fewer chemicals, accident prevention, faster response to
contamination or other events, better leak detection to minimize losses, safer and more secure water that costs less

Aqueduct Pump Station-

HONDA

Lower L\
Manhattan's

Neighborhood

Technical Specifications
Sensors including air. quality,
noise, light, and/or motion*
sensors will be integrated into
the current infrastrugture of Y
connected trash compactors
and recycling bins ( )
Information/data being
outputted by these sensors:
would be collected wirelessly
through a central system that
would allow users to obtain
and manipulate the data

Lower Manhattan - Using the
Downtown Alliance’s free public
Wi-Finetwork and 174
connected trash compactors
and recycling bins

Vehicle-to-Pedestrian CPS Safety Concept

14% of U.S. traffic fatalities were incurred by pedestrians in 2011

Honda & Qualcomm collaborated to extend existing V2V development
to the new area of vehicle-to-pedestrian (V2P) safety

Vehicle-To-Pedestrian ~ Quawoww

Cooperative Safety Application

Providing real-time data for city
planners, businesses, academia, and
entrepreneurs to better understand how
the city, and its population, is changing
over time

Develop a sensor data network that will
monitor air quality, traffic patterns, noise
levels, and/or sunlight

Address Priorities of the DeBlasio

¥ Administration such as:

Data that leads to the reduction of
Pedestrian Deaths

Data that helps understand and
improve Air Quality

Data that improves the City’s
resiliency planning

¥ Optimize Urban Developmentand

Livability such as:

= Trafficinformation of pedestrians,
bikes, cars, or trucks to better
understand urban mobility
Increase livability by monitoring Air
Quality, Sunlight, and/or Noise
Pollution

EVERYTHING HAPPENING IN
LOWER MANHATTAN =I!NYCEDC

New York City Economic Development Corporation



The City of San Francisco
expects to incur an estimated
$62 billion in climate-related
infrastructure damage by the
middle of the 215t century.

Buildings are responsible for
52% of the city's carbon
emissions, a major cause of
climate change.

75% of the city's largest 2,000
commerdial buildings fall
within the boundaries of the
San Francisco 2030 District.

Despite progressive green
building codes, capital
markets, real estate investors,
property managers,
commercial tenants, and even
utilities lack comprehensive,
granular data about the
specific energy efficiency
opportunities and solutions.

5D Smart San Francisco 2030
District will serve as a hub
making necessary data and
solutions easily available to
building owners in the city in
order to accelerate and
expand investment in energy
efficiency retrofits.

5D SMART

SAN FRANCISCO

203®

DISTRICT

DATA VISUALIZATION PLATFORM

4\\ SF Environment
MUNICIPAL GOVERNMENT DEPARTMENT
C40
C | T | E S

GHG S| TANDARDS NE TWDRK

verizon

SMART CITY PLATFORM FROVIDER

@ HELIC

BUILDING ENERGY RETROFIT FINANCE

STREETL|GHTDATA
TRANSPORTATION EMISSIONS ANALYSIS

BERKELEY LAB
BUILDING ENERGY RETROFIT ANALYSIS
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=,
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BUILDING ENERGY CHANGE MANAGEMENT

A 3D datavisualization platform project mapping building energy usage and GHG emissions

datato a 3D model of downtown San Francisco that will empower building owners with the
information and tools they need to make their buildings more energy efficient.

Drone Wi-Fi

Robust
communication

ractical drone;
system design

To connect cyber-physical

SERS 2 (Smart Emergency Response System)

GLOBAL CITY
LT TEAMS

On-Demand Communication Infrastructure

Emergency Management Center

First Responders, Survivors,

Mission Command and

(((SCALE: Safe Community Alert Network)))
Extending the Internet of Things to County Facility Equipped with Antenna
Everyone:  Residents of an affordable
housing complex who cannot otherwise
afford broadband are given smart
community sensors. A resident, possibly
elderly, is in distress and the sensor sends
a signal to the nearest base station.

-

Cloud-based
public safety
awareness and
alert system

B VHP

MONTGOREEY MOUSING
PAATNERSNIF

L
Dispatch Center

Emergency validated via
mobile device; alert is sent to
the dispatch center and a
first response unit is sent to

the resident in distress.

Within minutes first responders arrive without
any need for manual action by the person in
distress

A#

4 Anomaly Systems
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technologies with humansin the loop and Rescue Robots Contro
to save lives, rescue people, and - .
attend to their critical needs when iy, ptimized
disaster strikes. P = gaian
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- deployment
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* Support of missions for first
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* Real-world deployment and testing robots Incident
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CyDECS: Cyber Defense Exercise for Critical Infrastructure

Security

Team: lowa State University, USC/IS], ...

Cyber Security Preparedness & Resiliency Training

Red Team —— Blue Team
Situational
D City Planners
Attacks
Industry | :> E i?ﬁ Planning &
Water infrastructure. RE‘SDOHSB Admini
University
Students — NS First
/ anrcvb;r\\ ‘./ DETER \I Responders
Testbed Testbed
Local CERT
5 ISEAGE )
: ¢
8 S
5: [4
) é’u
Green Team
University Industry Community
Students Partners. Representatives
— ~——= —

Global Cities Team Challenge

Human Geography Mapping for Enhanced Community Resilience

2003 - Hurricane Isabel

Private Citizens & Groups
Schools / Universities
Faith-Based Organizations - _

Hospitals / Medical Services
Social Services

Private Sector Businesses
Government & Agencies

Emergency Management
First Responders

HUMAN GEOGRAPHY

NIST
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Annapolis, Maryland

Virtual Business Emergency Operations Center

caused $400M in

damageto the
Annapolis, Maryland
community

Registered
Businesses

Event/Impact space H

Crvicintrastructure Situational
Open Standards
R Awareness
Bulk environment

A resilient community requires the integration of

human capitalinto resources and infrastructure.

COMMUNITY INFRASTRUCTURE

AZthena Analytics q'\r_;_-eg_‘g_sg ri,\mi»u;;

Autonomous Notification
and

Data Collection System

Law Enforcement Safety Alert Network

nnnectlcm !

till revolutionary /

innovation

WOW DOES 1T WORKZ

ting adge, novate arwe 10 Increasiog security wh
work and play

LINKING PEOPLE, DEVICES AND ACTIONS

city accident pre-hospital trauma bay recovery

first responder team  emergency medical services team surgical team post-op, recovery team

Ecosystem of Networked Devices for Simulation Learning and Enhanced Team Performance
©00000000000000000000000000000000000000000°

Goal:

Improved

@ Trauma, Medical & Surgical Team
Training and Performance

Enhanced Simulation
Debrief & Learning

INOVA

(in communication)

Learning Record ® patient Care

Store Database

FAIRFAX COUNTY
FIRE & RESCUE llJet

(in communication)

\
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GCTC 2015 and 2016 Expo

GCTC 2016 EXPO

90+ Teams

120+ Cities/Local Governments

300+ Companies, Universities, Non-profits
14 Countries
2000 attendees

1134
BigBSl:]

Photo Credits: NIST / US-Ignite



GCTC Structure

» Action Cluster is the basic unit of participation. It is a team of technology
providers and one or more municipal partners. Action Cluster may choose
to be affiliated with a SuperCluster.

« SuperCluster is a collaboration of Action Clusters with participation from
additional individual entities.

Super Super Super
Cluster Cluster Cluster

Super SuperClusters

Cluster (incl. leadership Layer 1

1 2 3 N

team)

Action Clusters
affiliated with Layer 2
SuperClusters

Action Clusters
NOT affiliated with  Layer 3
SuperClusters

y - Individual Entities
iy Wil offiliated with only ~ Layer 4
SuperClusters

Individual Individual Individual Individual Individual
entity entity entity entity entity

Expo Exhibit/Presentation Opportunities
- Layer 1-3: Eligible for an independent exhibit space and a presentation slot, assuming municipal participation
- Layer 4: Can be part of a SuperCluster exhibit/presentation, but no independent space/presentation slot



What Iis a SuperCluster

- A Cluster of Action Clusters

- Multi-city, multi-stakeholder clusters organized around common project objectives and
shared solutions.

- Committed cities/communities and partners to jointly tackle shared issues — develop and
deploy shares solutions to create economies of scale

- Minimum requirement: 2 cities/communities and 2 technology innovators (companies,
universities, non-profits, etc.)

- How to define a Successful SuperCluster?

- A SuperCluster with a shared blueprint that a larger number of cities and partners work
together to implement.

- Size matters — The more cities and partners, the better. Global collaboration is also
important.

- Scope matters — the broader and more inclusive the scope of the blueprint, the better.

- Result matters — A SuperCluster showing tangible, measurable and quantifiable impacts
on a larger number of cities and communities.

- GCTC will feature the results and process of successful SuperClusters and

their members throughout the year, and highly recognize them at the 2017
GCTC Expo.



Key Products of a SuperCluster

- Develop blueprint/playbook/source book for each
SuperCluster, starting at the GCTC 2016 SuperCluster
Kickoff on Oct 2016 -

- Create the inventory of volunteering action clusters and related
technologies

- Identify relationships among the solutions
- Produce the strategy to maximize synergy among solutions
- Discuss the collaboration plan

- Convene in-person, sector-specific GCTC SuperCluster
Workshops of interested GCTC Action Clusters and
stakeholders

- Conduct multi-city, collaborative deployments
consistent with the SuperCluster blueprint, and measure
the impacts

- Report initial results at the GCTC Expo in August 2017
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Smart City SuperCluster
Blueprint / Playbook

- The Main Goal

“Help the cities and communities to jumpstart planning and
deployment of replicable and successful best practices
without going through the painful and complicated process
that other cities may have already gone through.”

- The blueprint/playbook will be the foundation for the next
rounds of GCTC.
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List of SuperClusters

General Information: https://pages.nist.qov/GCTC/super-clusters/

Transportation SuperCluster (TSC)
- Leading city: Portland, OR, Columbus OH

- Join the group: https://groups.google.com/a/urban.systems/forum/#!forum/global-city-teams-
challenge-super-action-cluster/join

Public Safety SuperCluster (PSSC)
- Leading City: Washington DC
- Join the group: https://groups.google.com/forum/#!forum/gctc-public-safety-supercluster/join

Energy, Water, Waste Management SuperCluster (EWSC)
- Leading City: Atlanta, GA, San Leandro, CA

- Join the group: https://groups.google.com/forum/#!forum/gctc-energy-water-waste-management-
supercluster/|oin

Public WiFi SuperCluster (PWSC)
- Leading City: San Mateo County, CA, San Leandro, CA, Schenectady, NY
- Join the group: https://groups.google.com/forum/#!forum/gctc-wifi-supercluster/join

City Data Platform SuperCluster (CPSC)
- Leading City: Kansas City, MO



https://pages.nist.gov/GCTC/super-clusters/
https://groups.google.com/a/urban.systems/forum/#!forum/global-city-teams-challenge-super-action-cluster/join
https://groups.google.com/forum/#!forum/gctc-public-safety-supercluster/join
https://groups.google.com/forum/#!forum/gctc-energy-water-waste-management-supercluster/join
https://groups.google.com/forum/#!forum/gctc-wifi-supercluster/join

NIST

Cybersecurity and Trustworthiness in
Smart Cities and Communities

- Cities and communities across the globe are striving to adopt
advanced technologies to improve the quality of life of the
residents.

- Many cities and communities are aware of the cybersecurity
and trustworthiness risks in their deployments, but not many
of them have a clear vision and expertise to address them.

- Industry stakeholders are eager to address cybersecurity and
trustworthiness issues in smart cities/communities as well, but
struggling to find a clear business model for cybersecurity and
trustworthiness of loT/smart city solutions.
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Cybersecurity and Trustworthiness in
Smart Cities and Communities

- Partnership approaches are necessary to accelerate
the identification and replication of secure and
trustworthy solutions in community environments

- It is critical to identify scalable business models to
Improve cybersecurity and trustworthiness in smart
cities and communities.
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NIST  GCTCExpo 2017 <& imt

“The Largest Smart City/Community Event hosted by the US
Federal Government”

- August 28-29, 2017, Walter E. Washington
DC Convention Center
- Monday (8/28) & Tuesday (8/29)
- Federal government keynotes
- Mayor and County Executive keynotes panel

- 5 SuperClusters, 90+ Action Clusters presentations and
exhibits

- 100+ Cities and communities from around the world
- 400+ Companies, universities, and non-profits

- 1500+ Attendees

- No registration fee.

- Visit www.globalcityexpo.org for more info or
contact Sokwoo.rhee@nist.gov.

- To become an Action Cluster and exhibit/speak,
visit
https://pages.nist.gov/GCTC/about/participation
-quide/



http://www.globalcityexpo.org/
mailto:Sokwoo.rhee@nist.gov
https://pages.nist.gov/GCTC/about/participation-guide/

For More Information

- Contact
- Sokwoo Rhee (sokwoo.rhee@nist.gov)

- GCTC web site:
- https://pages.nist.qov/IGCTC/
- https://www.nist.qov/el/cyber-physical-systems/smart-americaglobal-cities

- GCTC 2017 Expo Registration:
- https://pages.nist.gov/GCTC/event/gctc-expo-2017/



mailto:sokwoo.rhee@nist.gov
http://www.globalcitychallenge.org/
http://www.globalcitychallenge.org/
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