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Space Communication Security (NASA)

If terrorists or hackers illegally listen to, or worse, modify communication content, disaster can occur.

The consequences of a nuclear powered spacecraft under control of a hacker or terrorist could be devastating.

Therefore, all communications to and between spacecraft must be extremely secure and reliable.

Source: NASA Ames Research Center
PQC IKE draft here: https://tools.ietf.org/id/draft-tjhai-ipsecme-hybrid-gske-ikev2-03.html https://www.nasa.gov/centers/ames/research/technology-onepagers/secure_space_communication.html



Quantum threat to communication

Falcon 9 rocket landing

A SpaceX Falcon 9 rocket blasted off from Florida on Monday with a payload of
communications satellites before the reusable main-stage booster tumed around,
soared back to Cape Canaveral and landed safely near its launch pad.
Payload
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Space, Satellites &
5G
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Lockheed Martin partners with
satellite start-up Omnispace to build a
space-based 5G network

2021.8:00 AM EDT | UPDATED TUE, MAR 23 2021.12:47 PM EDT

Space Companies Are Investing Big in 5G
Technology

By Elizabeth Howell published October 20, 2019

Satellite internet is going to be a big thing.

Lockheed Martm And Ummspace Explore Space-Based 56 Global Network

56 satellite hybrid connectivity wi Ister terrestria
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Progress of quantum computing

2013 2016

* IBM Quantum Experi-
ence comes online, the
first quantum computer
available in the cloud

T

» Google announces
Quantum Al Lab

2018

» China announces $10B
investment in National
Laboratory for Quantum
Information Sciences

T

2019

« AWS announces Amazon
Bracket cloud service

« Microsoft announces Azure
Quantum cloud service

L
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* IBM announces IBM Q,
plan to build commer-
cially available quantum
computers

» 1QBit launches as first
independent quantum
software provider

Sources: Industry interviews, desk research, Crunchbase, BCG analysis.

@ o 2020

2018

» National Quantum
Initiative Act establishes
10-year plan to fund
quantum R&D in the US

l_
2019

» Google announces it has
achieved “quantum
supremacy”

Cisco Research https://www.bcg.com/publications/2021/building-quantum-advantage/



Scaling IBM Quantum technology

IBM Q System One (Released) (In development) Next family of IBM Quantum systems

2019 2020 2021 2022 2023 and beyond

27 qubits 65 qubits 127 qubits 433 qubits 1,121 qubits Path to 1 million qubits

and beyond

Optimized lattice Scalable readout Novel packaging and controls Miniaturization of components Integration Build new infrastructure

quantum error correction

IBM's planned 1,121-qubit "Condor" quantum processor, slated for 2023, could be the company's first truly
useful quantum computer for businesses. https://fortune.com/2020/09/15/ibm-quantum-computer-1-million-qubits-by-2030/




Generalized logical qubits
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https://blog.jessriedel.com/2020/09/15/quantum-computing-timelines/
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Risk along the Computing Stack

POTENTIAL SECURITY VULNERABILITY CAUSES

Poor Passwords or Phishing U3e,.

Vulnerability
impact increases
the lower you
go in the stack.

Poor Implementation or
Open Firewall Ports

Quantum Computer Attack
Using Shor’s Algorithm

Seurces httpsi//www.isara.com/blog-posts/quantum-computing-security-breaches.html



22.7% QC experts consider a RSA-2048 quantum attack likely

NIST PQC 2nd Round Candidates Announced (26 algorithms)

Adoption of PQC compliant hardware manufacture

NIST PQC Call for proposals NIST PQC Publication of Draft Standard 50% QC experts consider a RSA-2048 quantum attack likely
————
2018 2020 2022 2024 2026 2028 2030 2032 2034 2036 2038
NIST PQC 3rd Round NIST Official PQC Standard Published

NIST PQC 1st kound Candidates Announced (69 algorithms)
Replacement of outdated hardware for PQC compliant hardware

https://blog.jessriedel.com/2020/09/15/quantum-computing-timelines/
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The Quantum Threat — Qubits vs Bits

TABLE 4.1 Literature-Reported Estimates of Quantum Resilience for Current Cryptosystems, under Various As-
sumptions of Error Rates and Error-Correcting Codes
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Source: Quantum Computing: Progress and Prospects, Grumbling & Horowitz,
National Acadefi€Press22019
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CisSepurity anchitecture and procedures for 5G System (3GPP TS 33.501 version 16.3.0 Release 16)
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Quntum Threats
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Device Trust,

RAN unsafe crypto
Quantum unsafe cryptography implementation, usage

Deploying and operating cloud-based 5G networks, Jan 24 2022, https://cloud.google.com/blog/topics/telecommunications/how-csps-can-use-cloud-networks-to-deliver-5g
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5G Threat Surface

Legend
(N Slice 1
> ___________ lTEEEEEEEESEsEEsssessesseERE. ~ B
H H H — . : ‘ CP/UP Slice 1 CP/UP Slice 1 . SN Shco 2
RAT 1 RU - Slice 1 . : : CP/UP Slice 2 UP Slice 3 ! i Slice 3
' ' ' T — e ' SIS Slice 4
. ~ : ; ; o e ;
. ) 0 e @ : ! SP Services/Internet ' = . ll“'— !
e e ' ' e - '
a < RAT2RU-Slice2 ' ; I . P Shces
. RAT 3 RU - Slice 3 ' e s . \ CP Slice 4 !
- - G - - - - - - - - - - - G - - - - - — S - S - - - - - &
L~ e E \ F i '
. . . Distributed DC ' s ’ ‘. ni :
istribute 1 ~ . \ '
. . a (VBBU/MEC/UP) ' e : :
! we -7 ' .
; e ' !
1 . . ' Application
. UP Slice 4 Servers 1
' CP Slice 3 1
i | \ '
I I N b e e e et e e e e et e et e et et et et et et e ’
Device Threats Air Interface Threats RAN Threats Backhaul Threats 5G Packet Core & SGI/N6 & External
Malware MitM attack MEC Server Vulnerability DDoS attacks OAM Threats Roaming Threats
Sensor Susceptibility Jamming Rogue Nodes CP/UP Sniffing Virtualization loT Core integration
TFTP MitM attacks MEC Backhaul sniff  Network Slice security VAS integration
Bots DDoS API vulnerabilities App server vulnerabilities
Firmware Hacks loT Core integration Application vulnerabilities
Device Tampering Roaming Partner vulnerabilities  API vulnerabilities

DDoS & DoS attacks
Improper Access Control

[1] 5G Security innovation with Cisco, White paper, 2018
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5G Threat Surface
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Quantum unsafe cryptography implementation, usage
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[1] 5G Security innovation with Cisco, White paper, 2018



