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Space Communication Security (NASA)

If terrorists or hackers illegally listen to, or worse, modify communication content, disaster can occur. 

The consequences of a nuclear powered spacecraft under control of a hacker or terrorist could be devastating. 

Therefore, all communications to and between spacecraft must be extremely secure and reliable. 

Source: NASA Ames Research Center
https://www.nasa.gov/centers/ames/research/technology-onepagers/secure_space_communication.htmlPQC IKE draft here: https://tools.ietf.org/id/draft-tjhai-ipsecme-hybrid-qske-ikev2-03.html
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Quantum threat to communication

Encrypted Channel

• Rogue 
state/entity: 
break crypto 
using QC, 

• command, 
capture, 

• re-route
Target: Navy, Civilian Area
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https://www.bcg.com/publications/2021/building-quantum-advantage/

Progress of quantum computing
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https://fortune.com/2020/09/15/ibm-quantum-computer-1-million-qubits-by-2030/Cisco Research



https://blog.jessriedel.com/2020/09/15/quantum-computing-timelines/
Cisco Research



Risk along the Computing Stack

Source: https://www.isara.com/blog-posts/quantum-computing-security-breaches.htmlCisco Research



https://blog.jessriedel.com/2020/09/15/quantum-computing-timelines/
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The Quantum Threat – Qubits vs Bits

Source: Quantum Computing: Progress and Prospects, Grumbling & Horowitz, 
National Academic Press, 2019Cisco Research
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https://cloud.google.com/blog/topics/telecommunications/how-csps-can-use-cloud-networks-to-deliver-5g



Quntum Threats

Device Trust, 
Endpoint

RAN unsafe crypto

Quantum unsafe cryptography implementation, usage

Deploying and operating cloud-based 5G networks, Jan 24 2022, https://cloud.google.com/blog/topics/telecommunications/how-csps-can-use-cloud-networks-to-deliver-5g



5G Threat Surface
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